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Item and Specifications ILS

Web Application Firewall (WAF) Solution

1. Introduction
Palestine Polytechnic University invites qualified vendors to submit proposals
for providing a Web Application Firewall (WAF) solution to protect our web
applications and servers from malicious attacks, ensure compliance, and enhance
our overall cybersecurity posture.
The WAF solution will be deployed to secure web servers and must integrate
seamlessly with our existing FortiGate 900G firewall and network infrastructure.

2. Project Objectives
a. Ensure robust protection against OWASP Top 10 vulnerabilities.
b. Provide scalability to handle high traffic and user concurrency during
peak times.
c. Enhance visibility into threats with advanced logging and analytics.
d. Offer seamless integration with existing systems for centralized
management and monitoring.
3. Scope of Work
The scope of this RFP includes the following:
1. WAF Solution:
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Delivery, installation, and configuration of a WAF appliance or software.
Protection for web servers with scalability options.
Layer 7 protection for web applications, APIs, and mobile applications.
d. SSL/TLS inspection and offloading.
2. Integration:
a. Integration with FortiGate 900G and other existing infrastructure.
b. Compatibility with LDAP, RADIUS, and external authentication
systems.
3. Technical Specifications:
a. Machine Learning and Threat Analytics.

e Detect and block threats with machine learning while minimizing
false positives.

e Threat analytics to identify attack patterns and separate real
threats from informational alerts.

e Advanced bot mitigation to protect web assets without impacting
legitimate users.

b. Web Application Security

e Protection for APIs, including risks for mobile applications.

e OWASP Top 10 protection.

e Features such as automatic profiling (whitelisting), web server
and application signatures (blacklisting), IP reputation,
geolocation, and HTTP RFC compliance.

e Support for HTTP/2 and HTTP/3.

e Protection against attacks including:

- SQL Injection
- Cross-Site Scripting (XSS)
- Cookie or form tampering
- Session hijacking
- Web defacement prevention
- Forceful browsing
- Buffer overflows
- Brute force
- Layer4and 7 Dos and DDos
- SQL LDAP and XPath injections
- Bad Robot
- Generic attacks
- Broken access control
c. Performance and Scalability
e Minimum L7 WAF throughput of 700 Mbps.
e Support for HTTP/S protocols (0.9/1.0/1.1/2.0/3.0), WebSocket,
and XML.

o o

Sl jidially clelUaall 8yl

Tel Fax 02-2228550/02-2220370 02-2220370/02-2228550SUili

Page 8 of 12



Julal) ddadlae/ pnalad) ddaily
Sl jidially clelUaall 8yl

AN
University Graduate Union/Palestine V«A» )

Polytechnic University \\‘\Q\u‘fg/ y
Bidding and Procurement Department w

e Minimum Concurrent connections:
- HTTP: 1.2 million
- HTTPS:100,000
e Interface support: 4 x 1 Gigabit Ethernet copper, 4 x SFP GE,
with fail-open (bypass) for two interfaces.
d. Management and Administration.
e Web-based user interface and command-line interface (CLI).
e Active/Active and Active/Passive High Availability (HA)
clustering.
e REST API for management and integration.
e. Reporting and Logs
o Detailed logs for traffic, attacks, and system events.
e Reports on-demand and scheduled for auditing and analysis.
4. Management and Reporting:
a. Centralized management interface with role-based access control.
b. Advanced logging, monitoring, and customizable reporting.
c. Integration with Security Information and Event Management (SIEM)
tools.
5. Training and Support:
a. Administrators training for WAF management.
b. 3-year warranty and licensing, including
- 24/7 technical support and maintenance
- Advanced hardware replacement (next business day).
- Firmware and general upgrades
- Application Security, IP Reputation, Antivirus, Cloud Sandbox,
Credential Stuffing Defense, Advanced Bot Protection, and
Data Loss Prevention services.
4. Proposal Requirements
Vendors must include the following in their proposals:
1. Company Information:
a. Company profile and relevant experience.
b. References for similar projects in educational institutions or similar
environments.
2. Technical Proposal:
a. Detailed description of the proposed solution and its capabilities.
b. Deployment options (on-premises, cloud, hybrid).
c. Integration plan with existing infrastructure.
3. Performance Specifications:
a. Throughput capacity (e.g., Mbps/Gbps).
b. Maximum concurrent sessions supported.
c. Scalability options.
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4. Cost Breakdown:

a. Licensing fees (perpetual or subscription-based).
b. Deployment and integration costs.
c. Support and maintenance costs (minimum of 3 years).

5. Implementation Plan:

a. Estimated timeline for delivery and deployment.

b. Milestones and deliverables.

5. Evaluation Criteria

Proposals will be evaluated based on the following criteria:
Technical capabilities

Cost-effectiveness

® o0 o

Integration with existing infrastructure
Vendor experience and references
Training and support

Data Center Switch: preferred FortiSwitch 1024E

Specifications:

Total Network Interfaces (Proposed)

24x 10GE SFP+ ports and
2x 100GE QSFP28 ports

10/100/1000 Service Ports

1

RJ-45 Serial Console Port

1

Form Factor

1 RU Rack-Mount Appliance

Power over Ethernet (PoE) Ports

PoE Power Budget

Switch Capacity (Duplex) 880 Gbps
Packets Per Second 1039 Mpps
MAC Address Storage 64,000
Network Latency <1us
VLANSs Supported 4k
IPv4/1Pv6 Routing Yes

Link Aggregation Group Size up to 24

Total Link Aggregation Groups

Up to number of ports

Queues/Port 8

Packet Buffers 8 MB
Memory 8GB DDR4
Flash 32MB NOR
Drive 8GB SSD
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Endpoint Detection and Response (EDR) Specifications

1. Real-Time Threat Detection and Protection
a. Automated endpoint protection with AI/ML for real-time detection and
prevention of zero-day malware, ransomware, phishing, and advanced
threats.
b. Inline blocking for zero-day malware and phishing sites.
c. Comprehensive protection for pre-infection and post-infection scenarios.
2. Incident Response and Remediation
a. Automated incident classification and response actions: isolate devices,
terminate processes, remove malicious files, rollback system changes,
and notify users.
b. Full visibility of the attack chain with patented code tracing.
c. Contextual incident response using classifications and endpoint group
data.
3. Advanced Security Features
a. Virtual patching to mitigate system and application vulnerabilities.
b. USB device control and application control to lock sensitive systems like
POS devices.
c. Integration with third-party solutions like NGFW, NAC, SIEM, and
sandbox environments.
d. Offline protection for disconnected endpoints.
4. Threat Intelligence
a. Real-time threat intelligence feeds via cloud services like FortiGuard.
b. Static code analysis and deep learning-powered VVM-less code emulation
for enhanced threat detection.
c. Network threat detection to identify botnet activities, malicious URLS,
and network attacks.
5. 10T and Rogue Device Security
a. Discovery and control of unprotected, unmanaged, or rogue IoT devices.
b. Vulnerability assessments and proactive risk mitigation policies.
6. Management and Reporting
a. Centralized management interface with role-based access control.
b. Advanced logging, monitoring, and customizable reporting.
¢. Recommendations for response actions to optimize security resources.
7. Deployment and Scalability
a. Deployment options: On-premises, cloud, or hybrid environments.
b. Lightweight agents with minimal system performance impact.
c. Supports up to date versions of Windows, macOS, Linux, and VDI
environments (e.g., VMware, Citrix).
8. Platform and Compatibility
a. Supported Platforms:
a. Windows: XP SP2 to 11, and Server 2003 SP2 to 2022.
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b. macOS: Versions 10.11 (El Capitan) to 14 (Sonoma).
c. Linux: RHEL, CentOS, Ubuntu LTS, Oracle Linux, Amazon
Linux, SUSE.
d. VDI Environments: VMware Horizons, Citrix XenDesktop.
b. Includes proactive risk mitigation for loT and extended detection and
response (XDR).
9. Warranty and Support
o Minimum 3 years warranty with 24/7 support, software updates, and
access to cloud services.
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